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Updated Assessment of th&:»jzi»mplemcntétiuﬁ"bquosnia and Herzegovina

of the roaémdp fm;;'isa liberalisation

19 April 2010
DRAFT

ir; racir assessment of the implementation by Bosnia and Herzegovina of the roudmap for viva
tiheralisation in June 2009, the Commission services concluded that. despite the importan
PrOIress mafz'e. Bosnia and Herzegovina had not yet fully met ali the henchmurks specified
ander the different blocks.

The Commission services have continued to monitor the implementation of the benchimaris iy
the country while intensifying their cooperation with the authorities of Bosma und
Herzegovina. In this context Bosnia and Herzegovina has continuously provided updated
wriden information on the measures taken in view of fulfilment of the ouistunding
benchimarks. Further assessment and verification have been carried out throwsl on-site
niisstons in December 2009 and February 2010 in the areas where thix was deemed

FIIC SNGFY,

Wi« view lo facilitating the comparison with the previous assessments mudc by the
Cammission services in November 2008, June 2009 and December 2009, the latier e been
kep' in the present document in open text followed by the updated April 2010 us.ssment
prosented in boxes.

\_’i‘imLm(“)(j;K I Document Security

General assessment of block 1:

BBosnia and Herzegovina has made very good progress towards the fulfilment of the block |
benchmarks.

Between October 2009 and 9 April 2010, 114,625 biometric passports were issucd. e
security specifications of the new biometric passports (photo) are in line with ICAC and EU
stanidards.

he issuing of the new biometric passports is centralised, managed and supervised by the
Agency  for Identification Documents, Registers and Data Exchange of Bosia and
ifeizegovina (IDDEEA) in Banja Luka. An efficient and secure production process anc
personalisation and distribution procedures have been put in place.

The staft involved in the passport personalisation process is carefully selected and receives
appropriate training. Risks of fraud and corruption have been minimiscd by technical security
measures. such as strict division of tasks, access logs and video surveillance.

" Regarding breeder documents, since July 2009 all municipal register otficers arc connecied
witt the IDDEEA. which maintains a central database with PIN system.

it tppears that Bosnia and Herzegovina meets the benchmarks set under Block  of the

roadman.



Detailed comments on block 1 :

Passports/travel documents, ID cards and breeder documents (benchmarks 1-5)

November 2008 Assessment:

Bosnia and Herzegovina foresees the introduction of a new passport issuing svstem in July
-009. with biometric passports being issued from January 2010. As an important rirst step b
prepare for the introduction of biometric passports, a new Law on passports has been adopted.
fts turther implementation is of crucial importance. A tender for the setting up of i hiometric
passport issuing system was finalised in February 2008 and a tender lor the production of
passport booklets was published in July 2008.

Only very general information is provided on the compliance of the ncw passports with [CAO
tnd £C standards and on the security features of the new passports. Non-biometri: passports
issued until the end of 2009 are to remain in circulation until the end of their five-year v ilidity
period. It is important to ensure that passports issued before the estabiishment of the new
passport issuing system foreseen in July 2009 will be phased out.

“here are currently no training programmes in place targeting officials dealing wity visas and
passports. Bosnia and Herzegovina intends to specifically recruit officials for the operation of
the new biometric passport issuing system. Recruitment and training of the ffic als iy
toreseen between January and June 2009,

Reporting to the Interpol database on lost and stolen passports is currently ineficctive and
wregular. It is foreseen that the introduction of the new biometric passport 1ssu ng system
rorescen for July 2009 will entail automatic transfer of data on lost and stolen passports to
‘nierpol.

Fhere is currently no central oversight of civil registers and breeder documents. The Agency
or Identification Documents, Registers and Data Exchange of Bosnia and Herzegovina
(HDDEEA. formerly Civil Identification Protection System (CIPS)) was designed to securce the
sersonalisation of identity cards. Bosnia and Herzegovina intends to expand the DDEEA'S
cope to serve as a basis for the introduction of biometric passports and to ensure e security
ot hreeder documents. The IDDEEA’s functioning and security is therefore av essential
arecondition for the introduction of the new biometric passports and the integrity of thewr
sersonalisation. Sufficient human and financial resources must be allocated. Bosnia and
{erregovina's report did not provide information on the security of other brecder decuments.

Vurther information is requested on:

» security features of new passports and their compliance with ICAO and FC sandards:

» legal framework and administrative procedure for the persenalisation and distribution
of new passports;

» tegal framework and administrative procedure for the phasing out of old passports:

» future plans to establish training programmes targeting officials dealing with visas and
passports;

» plans to introduce systematic and automated reporting of lost and stolen prisports to
interpol:



¢ procedures and facilities regarding breeder documents, storage facilities. securiy
standards. and issuance procedures, in particular on methods in place for verttving that
all personal data entered into relevant databases is authentic;

« the IDDEEA, in particular the legal framework, financial and human rescurces and
their ability to ensure the secure and efficient functioning of the system.

My 2009 Assessment: .

Besnia and Herzegovina has proceeded with preparations for the introduction of a new
centratised passport issuing system foreseen for July 2009 and the issuance of biometric
patsports in a test phase from July 2009 and generalised from January 2610

feaders for the production of biometric passport booklets and passport issuing mactines hasc
been awarded. The security features of the new passports and their conformity with «CAQ and
EC standards will need to be assessed once their production has begun. Bosnia and
Herzegovina already since 2003 issues biometric ID cards, whose security featu-es are in
conformity with ICAQ and EC standards.

Nen-biometric machine-readable passports issued until the end of 2009 are 10 rema.n in
circulation until the end of their five-year validity period. It is important to cnsure that
passports issued before the establishment of the centralised passport issuing svsten m July
2049 are phased out. A legal framework and administrative procedure needs 1o be pot in place
actordimgly.

A umber of laws, bylaws and regulations have been adopted to prepare the introcuction of
the new passport issuing system. A 2008 law established the Agency for idertification
Documents. Data Registers and Data Exchange of Bosnia and Herzegovina (IDDEEA). us an
adiministrative agency of the Ministry of Civil Affairs of Bosnia and Herzegovina with
cxclusive competence for the electronic storage and maintenance of central registers and the
peisonalisation of identification documents. The IDDEEA replaced the Directorate for the
miplementation of the CIPS project (Citizen Identification Information Systemj. The
IDOEEAL is already responsible for the personalisation and distribution of old passpers.

Phe personalisation and distribution of passports under the new system wifl nexd to he
assessed once it is operational. The same secure and reliable procedures as are currently
fol owed for the personalisation of ID cards should also be followed for passports. The
personalisation of [D cards is fully centralised within the IDDEEA s premises in Banja [Luka.
a seeure building with recorded video surveillance. Staff work according to a shiil sysiem and
have clearly designated roles, with sectionalised access authentication applicabl: tor aif
employees. Blank documents are stored in a single safe and stocks are checked at the end of
cach shift. The distribution of ID cards is carried out by designated stalf with specific training.

IDDELRA staff responsible for the personalisation of ID cards are carefully sclected and
trained by contractors. The number of additional shifts, or staff to be recruitcd, for the
personalisation of passports will depend on the demand for the new biometric passpores.

framning and ethical codes on anti-corruption in the area of document security are curreatly
governed by the entities of Bosnia and Herzegovina (and at cantonal level within the
Federation). The professional training of officials dealing with document sccurity lachs o
sutiiciently structured and dedicated framework. Moreover, cthical codes are often svmbalic



anc fail to integrate concrete anti-corruption measures into the daily management. The
IDDEEA, by taking over central responsibility for document security in Bosinia and
Herzegovina, has also set itself the objectives of strengthening the competence of relevant
officials at all levels (state, entity, cantonal and municipal), and of applying the sarre cthical
standards across all entities. The IDDEEA's success in meeting these objectives will need (o
be assessed.

Reporting to the Interpol database on lost and stolen passports is currently not su ticiently
developed. There are plans for reporting to be centralised via the IDDEEA and dia 1o he
dutomatically transmitted to Interpol by the Interpol National Central Burcau (NCBY in
Sarijevo. The new system will need further assessment once implemented.

Further efforts are required to ensure the security of breeder documents. Registrmv buoks are
correctly processed in line with usual standards. Breeder documents (e.g. birth certificates) are
issued at numerous locations under separate legal regimes without uniform conditions.
procedures or sufficient security features. Staff employed in civil registration offices are
trained but insufficiently sensitised against corruption. In 2008, this gave rise to a number of
wdentity thefts, which has become a case for investigations by the Bil4 Prosecutor Office in
clote cooperation with SIPA and the Ministries of Interior and IDDEEA. A poject i
currently ongoing to verify the data of all registry books and enter it into a central database to
be raanaged by the IDDEEA., '

Neavember 2009 Assessment

The Agency for Identification Documents, Data Registers and Data Exchange (1DDEFA)
cgan issuing biometric passports on 15 October 2009 and had issued 153.805 b omelric
pas:ports as at 13 November 2009. The security features of the new biometric passport and
thei - tull compliance with ICAO and EC standards are to be confirmed in the framework of an
sn-site cvaluation mission. While old non-biometric (albeit ICAO-compliant) passports will
remain in circulation until the end of their five-year validity period, the authoritics of Bosnia
and Herzegovina expect the prospect of visa-free travel for holders of biometric pussports to
act as an incentive for the early acquisition of new biometric passports.

T

A new passport issuing procedure has been operational since | July 2009 Passport
applications are received by municipalities or at consular posts abroad. while the IDDELEA is
exclusively responsible for the personalisation of passports, the storage of blank documents
and the maintenance of a central data register. The issuance of passports is carricd ot under
supervision of the Ministry of the Interior of the Republika Srpska, the cantonal Minttries of
Interior in the Federation of BiH, the Government of the Breko District and the Bifl A irstey
of Foreign Affairs (in the case of passport applications at consulates abroad). All instituticns
are connected by a single electronic system to allow for electronic identity verific: tion of
passport applicants at each stage of the procedure. The integrity of the personalisation and
issuance procedure is to be verified in the framework of an on-site evaluation mission.

fn September 2009, the Parliament and the Council of Ministers of Bosnia and Herzegovina
“adopled  conclusions  obliging the above-mentioned institutions to develop z;:,zmé*}g
programmes on legal procedures for passport issuance and management of register bouvkis 1d
to mform staff of all obligatory IDDEEA recommendations. Specifically to prepare the faunch
ol the new passport issuing system in July 2009, the IDDEEA trained 36 executives from tic



above-mentioned institutions, who in tum trained a total of 735 officers to operate the svstem
witiiin their respective institutions.

A number of targeted measures have been taken to address risks of fraud and identity theft. In
accordance with a Regulation of the Council of Ministers of June 2009. all emplovees of the
above-mentioned authorities who deal with the issuing of passports undergo general security
screening, Every activity by each individual officer is registered within the passport issuing
sys’em. providing a basis for regular inspections. On the basis of an DDEEA
recommendation. all municipalities in charge of maintaining register books and all passport
issting authorities have also adopted anti-corruption, training and inspection programmes. On
the occasion of the launch of the new passport issuing system, the Minister of Civil Affairs of
Bowma and Herzegovina and the Director of the IDDEEA personally visited all authorities
competent for the issuance of identity documents and underlined the importance of the fight
against corruplion,

Since 15 September 2009, IDDEEA data on lost and stolen travel documents is automatically
trarsierred to the Interpol database on lost and stolen passports.

Sinze the introduction of the new passport issuing procedure on | July 2009, ail municipal ties
sysiematically transfer each passport applicant’s full personal data from their register books to
the central register held by IDDEEA and an electronic identity certification is provided for
cacn issued passport. Moreover, as at November 2009, 94 out the [41 municipalitics holding
register books in Bosnia and Herzegovina held its register books in electronic form. To further
improve the management of municipal registers a project is currently ongoing o fully
digualise (including the use of digital signature) all register books managed by municipalities.
The legal basis for full digitalisation of register books has been adopted in the Republika
Srpska and the Breko District and is in the process of adoption in the Federation of Bitl. ~ull
digitalisation and digital signing into registry books is expected to be fully operation.ii by the
enc of 2001

L4 pril 2010 Updated Assessment

. Bosnia and Herzegovina has further pursued the issuance of biometric passports: as at 9 April
2010, 127.707 applications had been received and 114,625 biometric passports had been

' issued. While old non-biometric passports will remain in circulation up until 2014. the

- autnorities of Besnia and Herzegovina expect the prospect of visa-free travel for holders of
 biometric passports to act as an incentive for the early acquisition of new biometric passpo-ts.
- The necessary administrative capacity has been put in place accordingly.

' The seeurity specifications of the new biometric passports are fully in line with [CAO and EU
' standards. The passport's chip contains the holder's biometric photo and is technically ready .
i for the inclusion of fingerprint data. Extended Access Control (EAC) is due 1o be introduced .

Cin Apnd 2010,

. The on-site cvaluation has confirmed the integrity and security of the personalisaion and

! disiribution procedure. Passport applicants must apply in person at the police station in their
" plase of residence. where biometric identifiers are recorded and electronically transrtted to
- central level. Personalisation is centralised within the secure premises of the Agency for
| identification Documents, Data Registers and Data Exchange of Bosnia and Hersegosina
(IDDEEA). an executive agency of the Ministry of Civil Affairs. The process is fully

Kal



-4 shift system, with sectionalised access authentication depending on their tash. Blank
- documents are stored in a secure location and the number of blank documents used s verified
- after cach shift.

Distribution of personalised passports to police stations is carried out by the IDDEEA iy

s cooperation with the Ministries of the Interior. The applicant’s identity is verified apon
+ distribution of the new passports and applicants' old passports are physically irvaiidated
< (hole-punched).

- Statl responsible for the personalisation and distribution of passports are carctuily sclected

~and trained. Systematic anti-corruption programmes have been adopted for all relevant public .

~

- au.omated and the entire production area is under video surveillance, Staff works according to

i
3

authorities and their implementation is ongoing. Technical measures. such as video
- sunveillance. are also used to minimise risks of human error, fraud and corruption. No :
* corruption cases have been reported since the new passport issuing system was put ir slace.

ite system for reporting data on lost and stolen passports to | aterpol functions smouthly and

Cefficiently. Since 15 September 2009, lost and stolen passport data is automatically

- ransferred to the Interpol database. All police stations and 30 of the 36 frequently wsed BCPs

are also connected to the database.

Regarding breeder documents, the registry procedure and issuance of identity certificates is

~efiicient and secure. Since 1 July 2009 all municipalities systematically transfer cack passport
“applicant’s full personal data from their register books to the central register held by
IDDELA. The central database and PIN system allow for central oversight of the issuance of
citicenship certificates. The digitalisation of municipal register data is ongoing. with more

than 80 % of BiH municipalities having digitalised data as of end of March 2010,







